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Recommendation 6: Ensure the annual system self-assessments for the division’s cybersecurity
systems are updated to include all system information and that appendices are completed
according to DHS requirements.

Response: NPPD concurs with this recommendation. In accordance with DHS Sensitive System
Handbook 4300A Section 3.9.12, requiring completion of annual assessments, and further described
in the DHS Fiscal Year 2010 DHS Information Security Performance Plan (October 1, 2009), NCSD
completes annual assessments in accordance with DHS requirements, which are established by the
DHS Chief Information Security Officer. As required, NCSD’s annual assessments for all National
Cybersecurity Protection System (NCPS) systems, which include the MOE, EINSTEIN, the US-
CERT and Homeland Security Information Network portals, and US-CERT’s public website, were
approved and validated by the end of February 2010. NCSD however will update its system self-
assessments to include missing system information and completed appendices.

Recommendation 7: Ensure quarterly firewall testing is conducted and documented to ensure
that cybersecurity program systems are protected from possible unauthorized access attempts.

Response: NPPD concurs with this recommendation. NCSD tests firewalls at least quarterly, but
agrees that a documentation process will allow better management oversight of such testing. A
standard operating procedure for firewall testing has been developed and a copy was provided to the
OIG.

Recommendation 8: Ensure that DHS baseline configuration settings are fully implemented on
its routers, servers, and workstations for its cybersecurity program.

Response: NPPD concurs with this recommendation. DHS baseline configuration settings are now
implemented across NCSD)’s systems. Consistent with DHS Sensitive System Handbook 4300A,
Section 4.8.4, DHS Secure Baseline Configuration Guides provide a minimum baseline of security.
That is the basis upon which NCSD’s equipment is prepared for deployment. Section 4.8.4 allows
DHS Components to “implement more onerous configuration guides™ and, to that end, NCSD relies
upon the Defense Information Systems Agency’s Security Technical Implementation Guides (DISA
STIGs) to supplement configuration settings. The STIGs are used as an automated tool for
configuration management. In fact, since automated tools are required for use by DHS, based on
NIST 800-53, Rev 3, Control CM-2 and Control Enhancement (2), and the DHS baseline guides
provide only a manual checklist, use of the DISA STIGs is preferred.

To ensure that this practice is more clearly articulated, NCSD will reflect it in its configuration
SOP.

Recommendation 9: Conduct and document physical security inspections of offices and areas

housing system equipment according to DHS policy, at all locations, to ensure that physical
security safeguards are working properly and policies are being followed.
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Response: NPPD concurs with this recommendation. Such inspections generally are already
conducted and documented, and NCSD will work with its partners to ensure that this practice is
followed and documented at each office and for area housing system equipment.

Recommendation 10: Establish a policy and institute procedures than can be taken to prevent
potential damage to DHS equipment if the temperature and/or humidily inside server rooms fall
outside of the department s acceptable range.

Response: NPPD concurs with this recommendation. DHS Sensitive System Handbook 4300A,
Section 4.2.1.8, directs DHS components to consider maintaining a temperature range between 60 and
70 degrees and humidity levels between 35% and 65% when developing a strategy for temperature
and humidity control. The handbook further recommends checking individual system documentation
for the proper temperature and humidity levels. NCSD will establish a temperature and humidity
policy, which incorporates DHS and equipment manufacturer guidance, and the division will institute
procedures to take when temperature or humidity is out of tolerance.

Thank you for the opportunity to review and comment on this draft report. We look forward to
continuing this partnership in the future.
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






